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Learning Objectives 
After completing this module, you will be able to 
• Understand the compelling reasons for preparing for terrorist attack in business 
• Identify some of the key historical events causing the United States and its citizens to prepare for 
terrorism 
• List critical areas of concern that need to be addressed in terrorism preparation 
• Understand the role of the safety and health professional in company terrorism planning activities 
 
 
Introduction to Terrorism Preparedness 
 
Historic Information 
February 26, 1993: An explosion roars through the underground parking garage at the World Trade 
Center in New York City. Smoke rises and begins filling corridors and some escape routes. Six people 
are killed and over a thousand are injured, primarily due to the effects of smoke inhalation. The 
device—made primarily of urea nitrate, a fertilizer-based explosive—also included three large metal 
cylinders of compressed hydrogen gas. All of this was placed inside a rental truck and detonated by 
fuse. The explosion punched a hole approximately 150 feet in diameter and 50 feet deep. This was 
the first major attack to bring the reality of terrorism home to all U.S. citizens. 
April 19, 1995: An explosion rips through the Murrah Federal Building in Oklahoma City, 
Oklahoma. It completely tears off the north wall and leaves 168 dead, including 19 children. The 
terrorists had purchased ammonium nitrate from a farm cooperative and nitromethane racing fuel 
at a racetrack for materials to construct the bomb. It was rigged in a rental truck and parked in front 
of the building. A detonation-delay mechanism allowed the bomber to escape prior to the explosion. 
This was the most lethal terrorist attack to ever occur in the United States. 
September 11, 2001: Four commercial airplanes are hijacked on the east coast. American Airlines 
Flight 11 out of Boston crashes into the North Tower of the World Trade Center with 92 people 
on board. United Airlines Flight 172, also out of Boston, crashes into the South Tower of the World 
Trade Center with 65 passengers on board. American Airlines Flight 77 out of Washington Dulles 
crashes into the Pentagon with 64 on board. Flight 93 out of Newark, New Jersey, crashes into a 
rural western Pennsylvania field with 44 people on board. An estimated additional 2,666 people on 
the ground die in the World Trade Center and another 125 are dead in the Pentagon. Over 3,000 
people die in one day as a result of terrorist attacks (U.S. Department of State, 2002). 
Overview 
Nearly every American resident is touched, appalled, and angered by the tragedies mentioned above. 
The common thread is terrorism. The constant theme is increased violence, destruction of property, 
and loss of life. Each attack has taken terrorism to a new level in terms of audacity, mayhem, cost, 
and human suffering. The problem of terrorism is a difficult one. The terrorist lives among us. He 
socializes, works, and moves around with the same freedoms as nearly every American citizen. 
Terrorists have access to as much information and know as much about our vulnerabilities as nearly 
any one of us— more than most because they have been studying our weaknesses. 



They pose as tourists, students, employees, and concerned Americans. The September 11 terrorists 
were living and moving among us and we, as Americans, were accepting of them and their behaviors. 
Terrorists also come in domestic forms. Disgruntled employees, estranged spouses, extortionists, and 
others can terrorize our employees, our enterprise. A determined terrorist can wreak havoc on the 
most organized and otherwise safe business or government enterprise. Two-thirds as many 
Americans were lost in one day on September 11 as were killed in the workplace in a whole year. 
Most of those Americans were at work. The attacks in Oklahoma City, New York, and Washington 
were similar in that each was aimed at an American institution. Our government and the capitalist 
system were attacked. 
Targets of terrorist attacks are frequently symbolic of a philosophy, system, or group the terrorist 
opposes. The more noted the symbol, the more satisfying the target may appear to the terrorist. 
Depending on the motive, future terrorist attacks may continue to target major U.S. symbols. These 
might include centers of the U.S. philosophy, including large buildings, tourist attractions, and 
centers of activity. 
Of course, military bases, factories, and even schools and hospitals—any institutions supporting the 
infrastructure of the United States—face the risk of terrorist attack. Schools have suffered in recent 
years, with students turning on their employers, their teachers, and their peers with acts of mayhem 
and violence. From sniper attacks to confrontational shootings, enterprises are faced with the 
problem of protecting their employees as they work and move about performing their business and 
that of the enterprise. 
Responsibilities 
Although no written terrorism program is required by law, it could easily be included in any 
comprehensive safety or loss control program. At minimum it should be attached to the emergency 
preparedness program. Many companies address bomb threats or even worker unrest, as in strikes 
or walkouts. Companies are also expanding their programs to incorporate terrorism and acts of 
subversion within the company. New architecture, building plans, and company activities are viewed 
in light of potential adverse effects of terrorist activities. 
Planning 
The approach to terrorism is similar to that of other safety problems. First is consideration of 
vulnerabilities and probabilities of attack. Similar industries in the United States and abroad are 
considered along with problems they may face. Industry associations may be able to help. Sometimes 
companies attempt to suppress adverse publicity, but a thorough search may turn up information 
not readily available. Determine whether your company or other similar companies have faced 
terrorist problems in the past. History may repeat itself. In the initial stages of evaluation of your 
facility, carefully consider each of the following points to assess the facility for target potential. 
Activities 
What activities take place that might be attractive to a terrorist group? Ask if your company 
manufactures or maintains inventories of any products that could conceivably be turned into 
weapons or agents of destruction. From the activities in Oklahoma City and New York, it is obvious 
that seemingly innocuous items intended for useful activities can be turned against the company or 
others for terrorist purposes. Chemicals in large quantities—explosives, fertilizers, pesticides, 
herbicides, fuels, energy sources, poisons—or mechanical devices are just a few of the items requiring 
careful guarding. Follow processes from beginning to end and identify easy or high-risk targets. Work 
toward protecting them first. 



Production 
Manufacturers of food products, drugs, cosmetics, or other items of mass consumption are potential 
targets. Carefully assess vulnerability to determine how the product could be contaminated or altered 
to pose a threat to a large portion of the population. If a company hosts events or maintains facilities 
with large gatherings of customers or even employees, it could be considered a target. Even the name 
of the company could be considered a drawing card. It was more than a coincidence that United 
and American Airlines were targeted for attacks on September 11. 
Terrorist networks like Al Qaeda seek spectacular attacks that cause mass casualties and do severe 
damage to the U.S. economy. They attempt to produce maximum psychological trauma. Prime 
targets may be the air transportation industry, significant landmarks, or the energy industry, 
especially including nuclear power plants. Of course, one of the approaches of terrorism is to strike 
where it isn’t expected. Special precautions should be taken by the unsuspecting, such as hospitals, 
universities, and schools, and other areas where vulnerabilities exist and people’s guards may be 
down. 
Bottlenecks 
Look at the areas of operation in your facility that might act as bottlenecks in the event of attack. 
Consider any chemicals, products, or items in your facility that might be used against your company 
or others. Once you’ve looked at how you may be vulnerable, your next step is to find where. Assess 
your weakest points. Remember that it is much easier to control the perimeter of your property and 
keep would-be terrorists outside than it is to control them once they are on the inside. 
Location of Your Property 
Obviously, companies in populated areas with high traffic are less likely to notice unusual activity 
near the facility than those located in rural areas with one road in and one road out of the plant. 
Terrorists planning to affect large numbers of people may well prefer to be in a more populated area 
for maximum effect. New properties should be carefully examined from a security standpoint, with 
special consideration given to the difficulty of protecting real estate. Although much of the decision 
may be governed by marketing or logistics, there are a few points that should be evaluated. 
Are you in a high-profile area likely to be targeted? Downtown, airport, and tourist destinations have 
been targeted in the past. Is your location easily accessible by vehicular or even pedestrian traffic? 
Can you keep intruders at a distance from your facilities via fences or other barriers? Remote 
locations are less likely to have police patrol and they can be easier for terrorists to spot from the air. 
On the other hand, they can be less expensive to protect from ground intruders. 
Fences and Entrances 
Protecting the perimeter is relatively easy and inexpensive. Once the perpetrator is inside the facility, 
the capacity to inflict harm increases dramatically. Consider the likelihood a perpetrator would want 
to come into the facility by crashing through or climbing a fence and plan accordingly. Fences can 
be made as secure as you desire. Detectors are available to virtually eliminate the possibility of a 
perpetrator entering without security forces being made aware. 
Clear Area around the Premises 
Shrubbery, walls, and sculptures may all become potential hiding places for intruders or explosives. 
Depending on your desire to maintain a field of view, consider keeping a clear area extending to a 
specific distance around each building. Don’t give intruders a place to hide themselves or explosives. 
Doors, Windows, and Other Openings 



Doors, windows, and other openings into the property should be secured and possibly alarmed. 
Technology permits us to know anytime a building is penetrated. This is critical when no one is on 
the premises. If there is a way into your property it is likely to be through an existing opening. Check 
them all, including those on the roof. Guard or alarm them to repel access by outsiders. 
 
Ventilation and HVAC Systems 
Ventilation and HVAC systems can be used as points of penetration or as delivery mechanisms for 
chemicals, including gases. All parts of these systems should be located behind fences or out of reach 
and secured. 
Lighting Systems 
Lighting by itself is a deterrent to some intruders. Poor planning with lighting can cause shaded 
areas that provide more cover for intruders than no lighting at all. Consider removing or lowering 
obstructions that cast enough shade for intruders to hide. If they cannot be removed or lowered, 
add lighting to illuminate the shaded areas they provide. Parking lots provide a special problem with 
lighting so consider isolating them behind fencing with secure entrances to and from the premises. 
Communication Systems 
Any communication systems used should be tamperproof to the extent possible. Backup systems 
and secondary backup systems help ensure continuity of operations during an emergency. Discuss 
communications with outside emergency responders to help them meet their needs during an 
adverse event. Utilize all communication systems in day-to-day activities to maximize their 
effectiveness, ensure systems will operate in times of emergency, and familiarize employees with their 
use. 
Security Systems 
Technology enables unguarded areas to become virtually impossible to enter undetected. Even 
moderately sophisticated security systems cannot be disabled or disarmed without sending out an 
alarm. All openings to the property can be protected. Even fences can be enabled to send an alert if 
any intruder attempts to get close to, cut, climb, or get through them in any way. Pressure systems 
determine an intruder’s presence and detectors prevent unnoticed cutting or climbing. 
Surveillance Systems 
When combined with an appropriate security system, surveillance systems can be triggered anytime 
there is movement at any specified level. Sensitivity settings can be adjusted to ignore dogs or other 
small creatures but to detect human entrance. Cameras record all movements of people on the 
premises and can easily be connected to a server for 24-hour Internet access. 
Guards and Sentries 
Guards and sentries are needed when mechanical or electronic surveillance devices are inadequate. 
Of course, this may require 24- hour, 7-day-per-week coverage or a minimum of four full-time 
personnel. Depending on needs, animals may provide an adequate level of security, and systems can 
be adjusted so animals do not trigger them. Guards must be continually trained and notified of 
specific threats. 
Entry and Movement of Vehicles and Visitors 
A pass system may be initiated to check all entrants to the premises. Visitors can be screened by 
checking identification cards or prearranged passes. Employees may also be required to carry 
identification cards or to wear badges. Electronic badges or biometric identification points are used 
to monitor movement inside the premises and to limit access to certain locations. 



Entry and Movement of Employees 
Carefully check the credentials and backgrounds of all new employees. This is standard practice 
under any circumstances but even more so if the facility is subject to terrorist attack. Background 
and criminal checks where legal minimize the possibility of employing individuals who propose to 
destroy the organization. Carefully review records and references. Long, unaccounted-for time 
periods are especially important, so find out why potential employees have large gaps in their 
employment history and work to verify their accounts of them. 
Computers and Networks 
Sensitive data, vulnerabilities, access points, and other critical information are frequently stored on 
accessible computers. Consider implementing the use of a firewall to help prevent outsiders from 
roaming through your system. If that isn’t feasible, computers with sensitive information can be 
physically and electronically isolated from others in the operation. When not in use they can be 
made more inaccessible by disconnecting them from any Internet or intranet system. 
Threats 
Terrorist threats may come indirectly via alerts received in the news media as disseminated by the 
FBI or Homeland Security. They may also come directly as bomb threats or other threatened 
hostilities aimed at disrupting company operations. The goal is often to disrupt operations whether 
or not a bomb exists or other hostilities are planned. Threats need to be taken seriously, but decisions 
concerning their handling should be made in advance. Cool thinking prevails as you play the ‘‘What 
if?’’ game. In the heat of a terrorist disaster or even a threat, it may be difficult to make wise decisions. 
Consider the possibilities that may be faced and, as with any other potential emergency, develop 
standard operating procedures (SOPs) for each. 
Once the threat of disaster no longer fits the mold around which the SOPs were developed, then 
make the necessary subsequent decisions. By following SOPs, the whole organization operates in a 
more rational, cohesive, and likely intelligent manner. Terrorist threats are often designed to disrupt 
the organization. A threat of a bomb or some other terrorist action may only be designed to slow or 
halt production. Yielding to such demands may be the only response the terrorist seeks and may 
encourage the action to be repeated. Attempting to identify the terrorist or the person delivering the 
threat is helpful. Receptionists and others receiving the call are instructed to learn all they can about 
the caller. It is important not only to ask questions about the type of bomb and where it may be 
hidden, but also to ask the caller for name and address. They may respond to the question without 
thinking and you learn the source of the call. Their responses may also give insight into the true 
nature of the threat. 
Whether or not a threat is perceived to be legitimate, decisions must be made as to evacuate or 
protect-in-place. It may be safer to stay inside than to move outside the building. A threat may, in 
fact, be designed to lure workers or a particular employee outside the building for malevolent 
reasons. 
Mail and Packages 
Procedures for handling of mail and packages help lessen the possibility that bombs or toxic 
substances can be delivered to the mailroom and disseminated. Hand-addressed envelopes and 
packages are automatically suspect, as are those of unknown origin or with no return address. 
Mailrooms should always be located on the perimeter of the building so, in the unlikely event of an 
explosion or contamination, damage can be limited. 
Your Role 



Once you have considered the possibilities, advise management of the risks your company faces. 
Prepare a plan to deal with threats and acts of terrorism. Consider employees at every level and their 
appropriate responses. In most cases they are instructed to evacuate. Thought must be given as to 
how and where they will move. 
Employees with loved ones will likely want to unite with them. In major cities evacuation routes may 
be jammed and chaos will prevail if companies and municipalities have not worked together to 
determine routes and destinations. A written plan to be implemented in conjunction with municipal 
plans is essential. Following the disaster at the World Trade Center, bridges and tunnels were closed 
for security purposes. Many employees were trapped in Manhattan and unable to communicate with 
loved ones. In some cases days or months passed before relatives learned whether loved ones had 
been injured or killed. Appropriate preplanning with governmental authorities can help minimize 
the effects of transportation and communication problems. 
Insurance 
The last approach to any loss control problem is insurance. Companies purchase insurance in case 
all efforts at loss prevention or control fail. Historically, insurance companies have refused to pay 
losses resulting from acts of war. Some major insurance companies are also excluding acts of 
terrorism. The potential for loss from such acts can be catastrophic for an individual carrier and it 
may not be willing to run the risk. The federal government has promised to help but it has capped 
its own liability. Companies may be forced to negotiate with insurance carriers in agreeing to take 
certain precautionary measures resulting in higher standards of prevention efforts in return for 
coverage. The alternative may be no coverage or very limited coverage. 


